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From the editor
Welcome to issue 4 of Legal IT Today! We are ending the year with a Legal IT Tomorrow special which
celebrates the end of our first year and looks forward to 2014 and beyond.

I find it fascinating that at a time of unprecedented pace of
change in technology and the legal sector, legal IT events
have been preoccupied with predicting the future. This is
not just about crunching numbers and big data analytics.
Futurist keynotes in 2013 have included artificial intelligence,
surgically embedded technology, robot lawyers and even
intimations of immortality!
2013 has been an interesting year with significant changes
affecting almost every group in the legal IT community. In
technology, law firms were taken by surprise by the pace
of change rather than its direction – the speedy adoption
of BYOD (bring your own device) and the sudden demise
of Blackberry shaking up enterprise mobility, as well as
the proliferation of smartphones, tablets and apps. Cloud
computing – once considered an adventurous move – became
an established part of the technology landscape.
Along with mobility, forecasting is probably the biggest
underlying theme of legal IT. Management consultant Peter
Drucker said, “If you can’t measure it, you can’t manage
it”. And the legal IT community has taken that literally,
with a sharp focus on business intelligence and process
re-engineering. We also saw big data shift from a popular
conference keynote topic to practical business application.
As 2013 draws to a close, issue 4 of Legal IT Today takes
a closer look at how the hot topics in legal IT are shaping
tomorrow’s profession and industry. Eric Hunter of Bradford
& Barthel and Spherical Models offers us an eight-fold
predictive path – which is related not to Buddhism, but to
re-engineering the law firm using big data analytics. Leading
legal IT consultant Jeffrey Brandt, my fellow columnist on
Legal IT Professionals, takes a light-hearted look at the
multitude of demands placed on the law firm CIO in today’s
dynamic ‘new normal’.
Recent visits to some fabulous offices were another source
of inspiration and IUNO lives up to the Danish reputation for
fantastic modern design. If this is the law firm of the future,
it will be an awesome place to work! Founding partners
Aage Krogh and Anders Etgen Reitz outline how technology
underpins and differentiates IUNO’s unique business model
and brand.
I met Workshare, our vendor profile, at their über cool offices
in London’s Spitalfields. Workshare has an interesting history –
a founder who left to form a new company that subsequently

took over his original business. Our conversation focused on
the ways consumer technology is transforming how people
work and the associated challenges for legal IT around
confidentiality, security and collaboration.
We feature some expert opinions on other topical issues.
James Frost from Quorum provides some practical IT-related
guidance around mergers, which are set to continue in 2014.
Well-known cloud computing specialist Frank Jennings from
DMH Stallard looks at current and future considerations as the
cloud continues to mature. Tim Ryan from Davenport Lyons,
who is quoted in numerous UK publications and newspapers
on cyber security, identifies some of the key issues of concern.
At the end of our first year, I’d like to thank all our fantastic
contributors for writing fresh and original articles, including
a few pieces that caused a bit of a stir – which shows that
people are actually reading the magazine and thinking about
its content! Another big thank you goes to our advertisers for
supporting Legal IT Today. We may be outspoken at times,
but we recognise that without the vendors who provide all
the great products and services that drive the market, we
wouldn’t have a legal IT community – or this magazine!
Thanks are also due to artists and photographers, Jeff Rovner,
Sam Mardon and Chris Dale for the arty cover images that
help to make Legal IT Today stand out from the crowd. Our
cover image for this issue was provided by Jeff Rovner, who
is not only a talented street photographer, but managing
director for information at O’Melveny & Myers.
I hope you enjoy Legal IT Today. As ever, we aim to share
ideas and opinions across the global legal IT community
and stimulate discussion – and this is where you come in.
We always welcome feedback and suggestions for topics,
features, and images. Please keep the ideas flowing – I know
you will.
Best wishes from the Legal IT Today team – Rob Ameerun,
Trudie Koorstra and me – to all our readers for a wonderful
holiday season and a happy and successful 2014. See you
next year!
Joanna Goodman MBA
Editor
joanna@legalittoday.com
http://uk.linkedin.com/in/joannagoodman
@JoannaMG22

LEGAL IT TODAY

|

5

What’s happening
at Workshare?
Photography by Sam Mardon

Following its acquisition by SkyDox in 2012, Workshare expanded its document
collaboration software portfolio to include cloud and server based enterprise
versions of popular consumer applications, including social media. Legal IT Today
editor Joanna Goodman visited Workshare in London’s Spitalfields.
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Workshare’s history is in some senses
reminiscent of the Steve Jobs Apple
story. CTO Barrie Hadfield co-founded
the company in 1999. In 2008, he left
Workshare and set up SkyDox, which
subsequently merged with Workshare
in 2012. Workshare’s CEO Anthony
Foy was an angel investor in SkyDox
and its CEO. He was previously group
managing director at Interxion – a
carrier-neutral data centre provider –
until its IPO in 2011.
As Hadfield explains, SkyDox
was a cloud-based iteration of
Workshare’s document comparison
and collaboration software. The
merger brought together Hadfield’s
original concept and the SkyDox cloud
technology. Scottish Equity Partners and
Business Growth Fund invested £20m
in the merger, which also involved
relocating Workshare’s headquarters
from San Francisco to London. In 2012,
Workshare acquired enterprise social
network s IdeaPlane.
As Foy explains, Workshare is a hybrid
model – clients decide where they
want their data. The software is
available on three platforms: server,
desktop and cloud. The choice or
combination of platforms depends on
the client’s requirements.
Workshare’s particular focus on data
security underpins its longstanding
popularity with law firms. “Much
of the data that law firms handle
belongs to their clients, and they are
responsible for safeguarding it,” says
Foy. “Workshare deals with the safe
exchange of information and data,”
adds Hadfield, flagging up that this is
relevant beyond the legal sector.
Workshare’s combined offering includes
synchronisation between cloud and onpremise applications as well as applying
metadata policies to documents to
ensure that extra information is not
inadvertently included when a document
is shared with external parties.
Resolving the file-sharing dilemma
The use of public file-sharing sites
such as Dropbox is acknowledged as a
problem, with law firms either blocking
these sites or warning their lawyers
to abstain from using them to share
confidential information.

‘The idea [of social collaboration]
was not an alternative to email,
but an extension of email. For
example, you can convert a long
email thread into a Workshare
group and all subsequent
messages are shared with everyone in the
original email thread.’
– Barrie Hadfield, founder and CTO
Workshare’s enterprise file-sharing
application was developed as a secure
alternative. “Our starting point was to
look beneath the surface and discover
why file-sharing sites are a problem,”
says Hadfield. “Why do people use
them? What needs to they meet in the
enterprise and how can we address
these securely?”
The main problem that law firms and
other enterprises have with public
file-sharing sites is that the data is
uncontrolled. But the sites are free and
easy to use – and people are familiar
with them having used them for personal
purposes such as sharing photos or video
clips. File sharing supports mobile and
remote working and BYOD (bring your
own device). People use it to transfer
documents between different devices or
locations – i.e. to pick up a document at
home or read it on their smart phone or
tablet – and to share them with others. A
key issue for law firms is that clients ask
lawyers to use Dropbox because
they are familiar with it and because they
want to resolve something quickly; the
cultural issue is that time is often critical
and lawyers want to be responsive to
clients’ demands.
This led Hadfield to develop
Workshare’s secure file sharing
platform, which is more like WeTransfer
than Dropbox: you email a link rather
than the document itself, which may
be located in an on-premise database
or in the cloud. Unlike email, this gives
the sender some control over the
document’s accessibility even after it
has been sent – i.e. you can make it
read only or limit the time it is available
for download. End-to-end encryption
makes it more secure than email, which
can be intercepted or redirected.

Managing the metadata
Metadata management is another
important security and data privacy
consideration. Does a document contain
hidden information that you may not
want to share with all recipients? “It
may be useful for the team compiling a
document to see the various edits and
comments and who has made them,
but they may not wish to share this with
the client,” explains Hadfield.
Another potential issue that users
sometimes forget is that metadata is not
just in text documents. It is also present
in spreadsheets and presentations. Again,
the user may not want the ultimate
recipient to see amendments that may
have been made prior to sending.
Workshare’s metadata management
addresses issues that arise in systems
that strip out metadata automatically
when a document is sent, leading
users to email finished documents to
themselves before forwarding them to
clients in order to make absolutely
sure that all metadata has been
removed. “It seemed wrong to apply
the policies when you click send, so we
developed an interactive system that
analyses the files when you attach
them to an email but before it is
sent. You can then categorise the
changes and clean up the attachments
accordingly,” Hadfield explains.
Underpinning this is a policy engine
which contains the firm’s security
settings. For example, it can allow
users to set security levels and clean
documents, while the organisation
retains control over where the data
is held and which policies should be
applied automatically.
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From an administrative perspective,
the system enables policies to be set
centrally, including the user’s ability to
choose security settings. It also provides
an audit trail. Hadfield explains that
the admin console tracks which policies
have been run on all documents
leaving the firm and whether there
have been policy breaches. For
example, administrators can check how
many documents were sent with track
changes included. In some cases this
might be a deliberate decision involved
in collaboration rather than a careless
mistake. The admin console also tracks
when data has been shared – between
devices and individuals. It therefore
shows the organisation how effective
its policies are.
The combination of metadata
management and secure file sharing
means that law firms and corporate legal
departments – and lawyers – are assured
of the integrity of the information that
they send to their clients.
Social collaboration
Following on from the IdeaPlane
purchase (IdeaPlane was the brainchild
of one of the founders of MySpace),
and reflecting the consumerisation of
enterprise technology, the Workshare
user interface offers Facebook-style
conversations and the ability to comment
and post photos and videos. This is
not unique, but what is particularly
interesting is its email integration.
“The idea was not an alternative to
email, but an extension of email,”
explains Hadfield. “For example you
can convert a long email thread into a
Workshare group and all subsequent
group messages are shared with
everyone in the original email thread.”
Beyond BYOD
Since I first saw the Workshare filesharing system at ILTA in Las Vegas,
numerous vendors have produced
file-sharing and social media style
document collaboration offerings
– and Dropbox has launched a payfor enterprise version. As Workshare
was an early mover on both these
consumerisation-driven products, I
asked Foy to share some of their plans
for 2014 and beyond.
“We’re focused on reinventing work
and making complicated work simple,”
he says. “Mobile devices provide greater

flexibility meaning that it’s no longer
about where people work, but what they
do, and how they collaborate. Workshare
is an agnostic hub that lets people work
using the new tools they want with the
traditional ones they are used to. We’re
developing technology that adds and
enhance the user’s experience rather
than creating software to change or
restrict people’s working habits.”
In the legal space, Workshare interfaces
with popular ECM and DMS systems.
“We’ve partnered with a number of ECM
and DMS providers such as OpenText,
Alfresco and Sharepoint so that our
customers continue to gain value from
the systems they’ve invested heavily in,

yet can modernise the way they deal
with documents and their clients.”
Foy emphasises that Workshare is
continuing to reflect the BYOD trend by
creating consumer grade applications
that also offer organisations the control
and security that they require. “We
are expanding globally. However, our
focus remains on the management
of documents and empowering
organisations to be custodians of their
data,” says Foy. “We will continue to
focus on creating simple applications
that address users’ needs and allow
organisations to gain back control over
their company documents.”

‘Mobile devices provide greater
flexibility meaning that it’s no
longer about where people
work, but what they do, and
how they collaborate... We’re
developing technology that
adds and enhance the user’s experience rather
than creating software to change or restrict
people’s working habits.’
– Anthony Foy, CEO
LEGAL IT TODAY
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Big data:
Navigating the future
BY ERIC HUNTER

Photography by Sam Mardon

Forecasting the future can also shape and clarify it. Eric Hunter of
Bradford & Barthel and Spherical Models presents his eight-fold
predictive path – not to spiritual enlightenment, but towards
re-engineering the law firm of the future.
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The future of
legal technology
has many faces.
In many ways
our perception
of what is to
come shapes our
decision making
processes.
I’ve used a
lense focused on consumerisation,
consumer search and analytics deriving
from search. There are many lenses
to look through, but for me, these
are the clearest. Reasons for this vary,
and are at times contradictory. I’ve
heard predictions around 3D printing
forecasting the end of intellectual
property – and predictions around
cloud integration through every device
suggesting a boom for intellectual
property. I’ve heard strong assertions
within the medical industry regarding
health, longevity and the inevitable
Darwinian joining of health and
technology through biotechnology.
Will the corporations targeting social
consumerism, search, advertising
and big data analytics capitalize on
biotechnology and wearable technology
to better target their consumer base
and ensure biotechnology integration?
Absolutely. But the focus on technology
is not as important as the evolution
in consumer behaviour, collaboration,
analytics, business opportunities and the
business model shifts on the horizon for
our industry.
I heard a fascinating discussion on a
panel in Hong Kong earlier this year
around whether information policies
within regional economies affect
their economic output – for example,
economies promoting free-flowing
information-sharing corporations like
Google and Facebook, as opposed to
economies that guard their information
flowing boundaries (restrictive
workflow). When social or search shares
are regional specific, particularly for
enterprise driven applications, are the
free-flowing information economies
at an advantage, disadvantage, or is it
immaterial?
The Snowden effect
A compelling example along these
lines occurred this past year from a
privacy standpoint I dub ‘The Snowden
Effect’. After Edward Snowden released
information on activities for the US-

based National Security Agency (NSA),
I thought back to the regional
boundaries and guidelines discussed
at the Hong Kong panel. Aside from
the invasion of privacy alarms, how
are these regional guidelines shifting
towards information sharing working? If
the NSA is able to hack into any country,
(and some experts are quite certain
other regions are doing exactly the same
thing with their intelligence gathering
apparatus), can any one country claim
that by allowing information free
flow only within that country, without
crossing borders, it is truly protecting
its data? I would argue no. If the NSA
has shown us anything other than the
privacy violations it’s endeavoured on, it
is that no system or region is ultimately
immune from another.
I would also argue that some of the
biggest corporations in the world that
are affected by these NSA privacy
aspects (Google, Yahoo, Facebook,
Microsoft, and others) must continually
clean up their privacy implications as
their shortfalls play so large within
the public domain. In other words,
some of our largest corporations need
to continually adapt to emerging
privacy invasions by the NSA and
future evolutions of organizations like
the NSA. The question to ask, then,
is which economies are most in tune
with these corporations’ free flowing
information workflow. Another question
– isn’t it the very nature of these same
companies’ forward investment into
big data analytics, artificial intelligence,
communications evolutions, and
evolving business models targeted
directly at consumer behaviour and
preferences that makes what the NSA
does possible. Absolutely! But this is just
the beginning.

Big data and predictive analytics
The forward investments into targeted
analytics, search and social search
by these companies alter personal
behaviour, consumer behaviour, and
business behaviours in tandem. As a
result, the way we communicate with
one another, do business with one
another, and organize our staffing and
client models continues to evolve as
technology evolves. Examples of this are
present within the news, advertising,
sports, and entertainment industries.
In the advertising, news and sports
mediums information is distributed via
social media. Through companies like
Instagram, Twitter, and others, access
to personalities and the ability to selfcreate online persona and share our
own status globally is greater than ever
before. Instead of “I’m going to search
and go get it”, often we simply open
our social networks, and “it’s brought
to us” through targeted predictive
analytics. Taking this a step further,
how different will “it’s brought to us”
and “I’ll bring what I have to others”
become in this scenario?
Velocity billing and spherical models
The realities of what we’re looking
to capture are only just beginning.
The entire concept we base our
industry revenue structure on – time
– is impacted. Our billable structures,
staffing structures and management
strategies must continue to evolve
in ways that embrace our ability to
analyse, predict, streamline, tie together
and negotiate evolving business
structures through time. I call this
concept ‘Velocity Billing’.
Visual analytics are produced by taking a
standard linear workflow visualized from
a flat surface, and bending this
LEGAL IT TODAY
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workflow until a three-dimensional
sphere, graph, or interaction is
formed. This reorganizes the workflow
to accommodate shorter distances
between two points, creating alternative
paths and multiple collaboration
points possible through newly created
communication points. Following this
thinking, applying big data predictive
analytics through executive teams,
project teams, and clients becomes
possible, accessible and tangible to the
business. I call this process ‘Spherical
Models’.
Our clients cover all regions, all walks
of life and include some of the largest
employers and corporations in the
world. As the evolutions in big data,
cloud and predictive analytics become
reality, virtual realities become all
the more common place; and our
every day, moment, and aspect of
doing business is an analytics driven,
behavioural tracked and driven, cloud
connected, social search integrated
world; whether through living biotech
within our bloodstreams, Google
tattoos/glasses, what have you. The
way our industry approaches time,
the way our clients approach time,
and the way our industry reacts to the
evolutions in intellectual property within
new practices areas, specializations and
virtual realities and mediums will affect
law firms the globe over.
The eight-fold predictive path
for law firms
So what does a law firm re-engineered
through predictive analytics look like?
The structure changes, the workflow
changes, the internal thinking changes,
the client share changes, and the
billing scenario changes. Big Law,
boutique practices and international
law firms, vendors, consultants with
varying regional implications when

looking at big data, predictive and visual
analytics can apply the principles of
Velocity Billing and Spherical Models
by following ‘The Eight-Fold Predictive
Path’. This is not related to Buddhism,
but develops questions and concepts
for law firms evolving forward through
predictive analytics.
1.	How do we reflect and integrate
velocity big data analytics and
subsequently Velocity Billing and
Spherical Models within evolving
communication mediums in an
era where everything will be
online, and is both searchable
and archivable? Considerable
geographical and regional
implications come into play,
particularly for innovators that
focus on ways to combat and
disrupt our ability to be tracked.
Examples are innovations that
disrupt our web preferences and
behaviour, and that scramble
wearable facial recognition
and video capture technology.
Innovations like these must be
on the horizon for corporations,
governments and law firms to
ensure the evolution of privacy.
2.	What is the fallout from ‘The
Snowden Effect’ on privacy,
leveraging information free flow
between regions, economies,
corporations, virtual realities
and mediums, legislation, law
firms, client data share, predictive
analytics and in developing
Velocity Billing, new technology
innovations, and intellectual
property integration?
3.	Does law firm size matter in
this scenario? Why are we one
of the few industries that focus
on the number of professionals

(attorneys)? If law firms of the
future will “run their law firms as
businesses” (as many speculate),
then why as an industry do we
focus on the question, “How many
attorneys does your firm have?”
Can you imagine asking Oracle
or Intel the number of engineers
working for them as one of the first
questions to define their company?
Of course not! Their focus is on
the product, what they do, how
they deliver it, and their vision for
their future. Their engineers are
seamlessly incorporated into this
vision. Our industry can evolve
forward similarly.
4.	How should law firms rethink
their position and focus as we
move forward? A mantra in some
high-tech corporate structures
is the need to re-create their
position and focus every 18 to
36 months. That focus is evident
in the products they release to
their customers, and in the fact
the more interconnected we
become through search and social
media, the more accelerated
that time frame becomes. As law
firms, we can adapt this mantra
organizationally, and leverage
predictive analytics as a tool to do
so the same way consumer system
corporations do in targeting their
users’ behaviour.
5.	How can we leverage legal IT
vendors to get the job done?
Which are available, which are
ready? How can law firms band
together to demand productside innovation? Law firms of
the future must look at vendors
that integrate with the evolving
social consumerism at large and
the integrating predictive big data
analytics our clients are using on
budget analysis, rates, margins,
and so forth.
6.	How will billing models change? We
integrate predictive analytics across
all practice areas, organisational
focus areas, client-side interaction
– and generate real growth while
focusing on pricing and profitability.
The focus must be on the practical
integration aspects, and how we
communicate and organise around
executive leadership.
LEGAL IT TODAY
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7.	What are the regional and
geographic implications in existing,
emerging and future economies
on intellectual property, and how
they choose to pass legislation to
allow either a greater or diminished
information free-flow? How many
law firms must think, act and invest
global as the global middle class
grows, evolves and interacts online?

that is the evolution forward in
predictive analytics, big data and the
ramifications of social search and
consumerism within every business,
on our staffing models,
our communication models, our
perception of time, billables, profit
and transparency. Evolutions in
artificial intelligence will drive these
innovations forward.

Corporations focused on the consumer
8.	What are the evolving staffing
will leverage analytics based on
and management models of
consumer behaviour to better target
the future? Future staffing and
their audiences and further bring
business models will be more
analytics into our homes – in what we
collaborative, with targeted
watch, what we surf on the web, where
behavioural analytics brought
we shop, and where our preferences
into play that cover emotional
take us. We’re facing a world where
strength, personal strengths, and
everything is online; social sharing innovation potentials – including
videos, pictures, and our very identities.
ideal environments for innovation,
But there’s something more. As we
execution, and task focused vs.
evolve forward through our eightproject focused strengths. Some
fold predictive path, we are evolving
are more productive at home, some
towards a state of identity shaping that
are more productive in groups, and
becomes an aspect of who we are. The
in groups lateral thinking can have
ability to shape perception of who we
an exponential effect on innovation
are, what we do, what we practice,
and problem solving that enhances
business. Others need isolation
and reflection to achieve the same
effect. Some elements of business
still remain task focused, and task focused
realities need the discipline of time as a reality
Award-winning
for deadlines and deliverables. Innovations in
Document
analytics and predictive analytics are what make
Management
these concepts realities within current and future
staffing models.

where we practice and how our clients,
co-workers, friends, and associates see
not only our personal and professional
lives, but how it all weaves together will
become as necessary to hone on a daily
basis as is our choices of the clothes
and products we wear. There will be no
separating the personal identity with the
professional identity any longer. There
will only be shades of how we share,
and organizations that capitalize on
these trends will understand their best
evolution path forward.
Eric Hunter is the Director of
Knowledge, Innovation & Technology
Strategies at Bradford & Barthel, LLP
and Executive Director of Spherical
Models, LLC. Eric speaks and writes on
competitive strategy, evolving business
models, big data, predictive analytics
and collaborative cloud solutions
globally and is the recipient of ILTA’s
2010 ‘Knowledge Management
Champion’ Distinguished Peer and ILTA’s
2010 ‘Innovative Member’ awards.
Follow Eric @thelihunter.
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And forward
We’re facing an incredible time of change the globe
over and across multiple industries and economies.
Whether it’s Europe, the US, China, Japan, emerging
economies and the corporations doing business
within and throughout all regions, one aspect is
tying these regions and corporations together:

‘Our billable structures, staffing
structures and management
strategies must continue to
evolve in ways that embrace
our ability to analyse, predict,
streamline, tie together and
negotiate evolving business
structures through time.’
– Eric Hunter
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Cyber security – blanket?
BY TIM RYAN

Cyber security is a hot topic for legal advice and legal IT. Law firms are entrusted
with advising businesses on how best to protect corporate data as well as
safeguarding the sensitive and confidential information that they hold as trusted
advisors. Tim Ryan guides us through the complex cyber security puzzle with five
useful recommendations.

Many have said that the next ‘real’ war
will be one fought in cyberspace. Some
would argue that a cyber-war is already
being fought, every day. Whatever your
particular point of view, the question
for many commercial organisations, as
well as their professional advisers, is not
if, but when a cyber attack will occur.
This means that a proper understanding
of the topic, supported by a good
grasp of the key legal and regulatory
issues, is important. It can help to
deliver some comfort beyond a mere
security blanket.
Perhaps unsurprisingly in a relatively
new and rapidly evolving area, one
of the main challenges in the field
of cyber security is a lack of real
understanding or clarity over what the
various pieces of the cyber security
jigsaw look like or how they fit
together, let alone what the whole
puzzle looks like. The landscape is
huge, encompassing the application of
information security across all relevant
networks and devices and everything
16
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else necessary to protect system
integrity. From a legal and regulatory
perspective, hotspot areas include
privacy, data protection, protection of
intellectual property and various other
types of civil and criminal liability.
To start with, let’s consider some of
the latest issues and developments on
both sides of the Atlantic. Recently,
there have been significant moves by
lobbyists in the US to encourage the
Senate to enact new cyber security
legislation, for example. This has,
in part, been propelled forward by
recent high-profile revelations over
electronic ‘eavesdropping’, both
domestic and international, by the
National Security Agency. As well as
the implications of cybercrime and
the core issues surrounding threats
to privacy, clearly a key concern for
businesses is the risk of liability for
data being leaked as a result of a
‘hack’ or even disclosed as a result
of government intervention or the
intervention of a regulator.

At a time when many businesses already
spend a lot of time and resource on
their IT systems, there is an increasingly
commonly-held view that, in a variety
of situations, business and government
are just not on the same page regarding
data security. Some feel that, without
intervention from the legislature
and clearer rules which operate

‘How are we
supposed to tackle
the cyber security
problem head-on if
we can’t adequately
understand or
communicate its
constituent parts?’
– Tim Ryan

on a practical level, businesses will
continue to be at loggerheads with the
authorities. Businesses are expected to
safeguard private data (and may suffer
legal liability if they do not), whereas
the authorities may need details of
cyber security breaches to be disclosed
to them, in order to tackle criminals, or
even require data to be disclosed in the
public interest.
In Europe, the proposed Network and
Information Security (NIS) Directive
has been the subject of much
discussion since it was published by
the European Commission earlier
this year. Tagged as the “Cyber
Security Directive”, the proposals
include new notification obligations
for various organisations (ranging
from public authorities to banks to
cloud service providers) meaning
that, in the event of cyber attack on
a significant scale, they would be
obliged to notify regulators. While
one of the stated aims of the new
Directive is to minimise the cost and
disruption to trade which is caused by
cyber security breaches, the costs of
complying with the new law when it
comes into force could be significant.
Whilst the irony is not lost on those
in the industry who will likely need to
find budget for this, we’re still quite
early-stage in the evolution of this
framework so the ultimate
costs are unclear.
Although the NIS Directive is still in
draft form, cyber security is a hot topic
and the European Parliament recently
released a report on Data and Security
Breaches and Cyber Security Strategies.
Regarding the cyber security puzzle
mentioned above, the Parliament’s
report is unequivocal: “No-one
currently has a clear understanding
of how all the different pieces fit
together”. However, even on the
more fundamental level of diagnosing
problems or even spotting breaches
in the first place, there are some huge
challenges. According to statistics
from Mandiant Corporation, it takes
an average of 416 days to detect a
security breach.
The report emphasises that
terminology which is used in the field
of cyber security, both colloquially
and in law, is simply not clear and
not sufficiently understood, stating

‘We live in a global society and networked
technologies increasingly know no boundaries.
An international outlook is essential.’
– Tim Ryan
that there is a lack of “consistent
and unambiguous definitions”. The
report also confirms the experience
of many professionals in this space
that while the terms ‘breach’, ‘data
breach’, ‘security incident’ and others
are all connected and are regularly
used interchangeably, they are
contextual, subjective and potentially
unclear in meaning. Putting it bluntly,
how are we supposed to tackle the
cyber security problem head-on if
we can’t adequately understand or
communicate its constituent parts?
So, given the importance of the topic,
its various layers of complexity and
potential confusion over terminology,
where do we stand and what should we
do? The following are recommendations
for those wishing to keep their head
above water:
1.	Ensure that you fully understand
your organisation’s risk profile
by assessing it properly. This will
include analysing specific risks in
your business sector and business
activities, auditing the integrity
of IT systems and considering
legal and regulatory obligations.
This task will, inevitably, involve
cross-disciplinary teams, resourced
internally and/or externally
depending on the circumstances.
2.	Understand your organisation’s
obligations and risks in all relevant
jurisdictions, being very clear about
the various legal and regulatory
frameworks involved and what
is needed to ensure compliance
and risk management. We live in
a global society and networked
technologies increasingly know
no boundaries. An international
outlook is essential.
3.	Take steps to ensure that relevant
business contracts are properly
negotiated to protect your
organisation to the maximum
possible extent. In addition,

understand the different layers
of protection which you have
or which you can implement,
including the extent to which you
can and should insure against
the risks involved and, on a
practical level, whether your
disaster recovery systems
are effective, robust and
(where relevant) compliant.
4.	Implement suitable policies,
procedures and controls to avoid
exposure where possible and
which, in the event of exposure,
help to mitigate the damage from
a practical and legal perspective.
5.	As well as being up-to-date with
existing best practice, be ready
for new developments (whether
technological or legal/regulatory) in
good time. This can be invaluable,
not only from an operational and
compliance perspective but also
from the perspective of anticipating
and managing costs.
When problems arise, you need to be
proactive. Simply being reactive is likely
to result in decisions being taken and
courses of action being followed which
are less considered and planned than
they ought to be. Remember, too, that
timings are often critical and suitable
preparation will save time in
a pressured situation.
IT systems are not infallible – ever.
Neither are people. However, good
understanding of the various issues
involved, coupled with suitable
preparation and planning, will help to
give your organisation the protection
that it needs.
Tim Ryan is a Partner in the IP, Media
and Technology team at Davenport
Lyons. His practice has a particular focus
on digital media and technology.
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What next for legal IT
in the cloud?
BY FRANK JENNINGS

Cloud computing has taken its time to become a mainstream option, but it
is there now and has a significant role in legal IT. Cloud computing expert
Frank Jennings speculates on the (near) future for legal IT and the cloud.

Cloud computing has been described
as the revolution of our time: alwayson, available on demand, utility-style
computing is changing the way we
use computers in the same way the
motor car changed the way we travel.
There is no doubt that cloud computing
offers many benefits with even the
conservative legal sector embracing
cloud computing to some extent.
On the other hand, law firms have
legitimate concerns which need to
be addressed. For example, if they
move their IT into the cloud, can they
continue using their IT if their cloud
provider goes bust? Also, of course,
Edward Snowden’s revelations of
the NSA’s Prism programme have
served to focus the spotlight again on
concerns around the security of data.
Will sensitive client data be safe if it
is placed in the cloud? Not to forget
fears that a law firm will unwittingly
get locked-in to one type of cloud and
have to pay more as a result. In fact,
although law firms like to think they
18
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have a set of unique challenges, the
challenges are similar in all industries.
Cloud computing offers a number of
benefits but, if it is not implemented
properly, it also carries risks. What does
the future hold for legal IT and cloud?
Here is my speculation.
Smaller offices with reduced costs
Few of us generate our own power –
we buy it from energy companies and
receive it via a cable to our properties.
In the same way, traditional onpremise computing will diminish. This
won’t happen overnight, particularly
for those with long-term contracts
or large infrastructure investments,
but will happen as law firm IT comes
up for refresh or renewal. One
of the benefits of moving your IT
infrastructure into the cloud is that it
will free up expensive floor space in
your office. The empty server room
can be used by fee earning or support
staff. Of course, the next stage from
that is your staff will be able to access

the IT no matter where they are.
Coupled with an increase in paperless
filing systems, this will lend itself to
more remote working. Fee earners
could work from a client’s office during
a major transaction and from home or
the local café at other times. Support
staff could work from home on an as
needed (zero hours) basis. This will
reduce the need for large central hubs
(offices) which can accommodate all
staff at the same time.

‘Cloud and BYOD
are made for each
other. We will
look back with
bemusement
at the pre-cloud
world of legal IT.’
– Frank Jennings

Any device, anywhere
Cloud and BYOD (bring your own
device) are made for each other. We
will look back with bemusement at the
pre-cloud world of legal IT. “Remember
those days when we used high
specification desktop PCs while working
in the office and then a mobile device
to access emails?” In the cloud-enabled
legal IT world we will be able to work
using any type of connected device. We
could be using a laptop computer to
finish drafting a document at the client’s
office, or dictating a letter directly to our
tablet computer which shows the words
on screen as we say them while waiting
on a platform for a train. We could
issue an electronic bill directly from our
smartphone while sitting in a café.
Better data security
Prism has highlighted data security
concerns. The truth is, while the NSA
and GCHQ have powers to access data,
they will use them. The real world issue
is that law firms must keep client data
confidential. In fact, cloud-based IT could
offer a more secure approach to the
storage and processing of client data.
There would be no need to keep local
copies of data on a memory stick or even
on a laptop hard drive. You would be
able to access client data straight away
when you need it by simply logging
into your IT from your cloud connected
device. If you lose your laptop, you will
not also be losing client data as there
will be none stored on the device. What
about the data in the cloud? Well, cloud
providers already invest heavily in physical
and electronic security. Moreover, as a
direct response to concerns over Prismstyle snooping, in the near future it is
likely that data held in the cloud will
be encrypted not just when it is at rest
in a data centre, but when it is being
transmitted to and from the data centre.
This will merely slow down governmental
agencies with vast resources, but it will
certainly prevent the average snooper
and would certainly comply with the data
legislation requirement for ‘appropriate
technical and organisational measures’ to
protect personal data.
IT always up-to-date
Imagine a world where your software
applications are always up-to-date
without the need every few years to go
through a painful process of updating it.
This is available already with suites such
as Office 365 and Google Apps. With a

software-as-a-service (SaaS) model, the
software will be kept up-to-date as part
of the subscription. Also, the hardware
will become simpler and cheaper with
all the processing being done in the
cloud. If the hardware fails, you will
simply buy replacement hardware, log
straight back into your legal IT in the
cloud and carry on working.

‘In a fully cloudenabled world, with
always up-to-date
software accessible
on hardware that
can be changed at
will, it will be easier
to offer incremental
developments in
functionality.’
– Frank Jennings
Standardised, better functioning
legal software applications
Of course, legal IT is not just about
word processing and spreadsheets. It
is also about document and practice
management. In the near future,
specialist legal IT applications will be
more standardised and better integrated
into office suites. The subscription model
will work for legal software too which
will be kept up-to-date at all times. The
software will be reasonably standard
in functionality and it will be easier to
change systems. Don’t like your current
provider any more? No problem. You
can switch to another provider in a short
space of time with a few mouse clicks.
Faster innovation
The consumer technology market
is normally a good place to look
for innovation as we start to expect
our corporate IT to offer the same
functionality. Look at iPhones and other
smartphones which are effectively
high specification handheld personal
computers which can access the web,
take photos, allow you to send emails
and type documents. They also make
calls. Tablet computers have come
from nowhere and are impacting the
traditional PC market. Round the corner

are wearable devices – Google Glass
or the smart watches from Samsung
and Sony. There will be the internet of
everything with all your electronic devices
connected and controllable remotely.
Technology will know what you want to
do before you do, like Google Now does
already. This will happen with legal IT
too. In a fully cloud-enabled world, with
always up-to-date software accessible
on hardware that can be changed at
will, it will be easier to offer incremental
developments in functionality without
there being a big-bang style approach
leading to having to retrain your
staff each new IT deployment. It will
also work on many different devices.
In fact, although it will be easier to
change provider, the constant stream of
innovation might mean you do not want
or need to change.
Automated functionality
and fewer support staff
Each time the office environment
becomes more efficient, the reliance
upon support staff diminishes. Imagine
a world with very few support staff.
There will be no filing as everything
will be electronic. You will have a
virtual PA based in the cloud that
prioritises and filters your inbox, and
automatically books appointments
for you by scanning your emails and
finding an appropriate time according
to your preferences. It will be able to
prepare draft communications to clients
and other parties by analysing the
latest position on the matter against
standardised project checklists. Clients
will have direct access to your IT via a
secure login allowing them to input data
as needed and to find out the status of
their matter.
As legal IT changes and cloud becomes
the norm, law firms will change for the
better with superior functionality available
to all. In fact, I don’t think I have looked
that far into the future. None of this
is far-fetched. A lot of what I describe
is achievable within a decade. Are you
ready for the pace of change of legal IT
in a cloud environment to get faster?
Frank Jennings, Partner DMH Stallard
LLP, is chair of the Cloud Industry
Forum’s code of practice board and
has written papers on cloud adoption
including one aimed at law firms. He
specialises in cloud contracts, advising
providers and customers.
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Introducing the new CIO
BY JEFFREY BRANDT

The legal sector’s ‘new normal’ has also changed the role of the law firm CIO.
Reference has been made to CIO standing for ‘career is over’, or more optimistically, ‘
chief innovation officer’. Today’s CIO requires a broad combination of skills, says Jeffrey Brandt.

The job title of
chief information
officer (CIO) is
usually given
to the head of
information
technology
within an
organization.
Some CIOs
report to the top administrative position
– the executive director or the chief
operating officer (COO); others report
to the chief financial officer (CFO). In
other firms they report directly to the
managing partner.
Defining what a CIO is or does can be
difficult. As technology and information
have become more important, the
CIO has come to be viewed as a key
contributor in formulating or supporting
20
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the strategic goals of the business. No
two CIO roles are structured identically.
Some are strategic, some tactical, and
some a combination of the two. In
smaller firms, the CIO might have the
title but more of the responsibilities of
a tactical director in a larger firm. While
almost all CIOs are responsible for the
‘basics’ of IT (computer operations,
telecommunications, help desk), some
roles may also include responsibility for
areas such as eDiscovery, knowledge
management, library, and records. Some
firms have given their CIOs a seat at the
table. Others have not.
The practice of law is no longer what it
used to be. Bruce MacEwen bluntly says
that growth is dead. Commoditised law
is on the rise. Richard Susskind defines
new roles for attorneys. Efficiency and
value are the new mantras. Clients are

demanding more for less. Some clients,
like D. Casey Flaherty of Kia Motors
America, are going so far as to test
their law firms. The traditional law firm
model is being challenged on all sides.
Riverview Law, Axiom and Clearspire
are approaching (attacking?) it from
different angles. While the American Bar
Association does its best in the US to
resist change, the UK and Australia have
made changes to the laws that allow
alternative business structures.
IT is no longer what it used to be either.
IT is more pervasive and invasive today
than in the past. Modern consumer
technology has fundamentally changed
the way information is consumed and
shared. Apple, with its iPhones and
iPads has reset the bar of user UI/UX
expectations. The dark side of consumer
technology has also allowed the

creation of ‘shadow IT’, unknown
to and uncontrolled by the CIO.
So what does it take to be a great
law firm CIO today? How does he or
she navigate the ever-changing
worlds of business and technology
– especially when dealing with
change-averse lawyers?
In the past, law firms have relied
on individuals that are technically
proficient. But in this new era, that is
insufficient to insure success. Today’s
CIO needs to be:
• P art Consultant (30%) – As no one
individual can be an expert in all
areas of law, or all administrative
areas, he needs to work closely with
the people that are. He needs to be
able to provide expert, professional
advice to each and every one of
them, customized for their goals
and aspiration, coupled with the
strategic direction of the firm.
• Part

Business Analyst (23%) – She
needs to be able to assess the firm’s
current and potential business models
and their integration with technology.
She must be able to identify and
define the solutions that will maximize
the value delivered by an organization
to its users and its clients. More so she
needs to be able to tell when training
or process improvement is the answer
over technology.
• P art Teacher (21%) – He needs to
take advantage of each and every
opportunity – all those teachable
moments – to educate senior
management and users. Sometimes
he needs to have the patience of a
kindergarten teacher, someone who
works with small children.
• P art Mentor (20%) – She needs
to teach and advise the next
generation of IT leaders. They are
the most precious of resources she
has. She must work to advance the
staff, horizontally and/or vertically,
helping them develop beyond their
current capabilities.
• P art Psychologist (17%) – He
needs to be able to anticipate
and manage people’s reaction to
and acceptance of change. He
must be able to adjust plans and

‘As technology
and information
have become more
important, the CIO has
come to be viewed
as a key contributor
in formulating or
supporting the
strategic goals of
the business.’
– Jeffrey Brandt
expectations to accommodate the
firm’s culture of change.
• Part Architect (14%) – She needs to
enjoy the design process. She needs
to be able to envision the grand
design and the big picture, but also
see when a simple addition or minor
renovation is best.
• Part Policeman (11%) – He needs
to be watchful of the organization,
constantly walking the beat to see
what has changed. The procedures
and policies, the laws if you will,
must be enforced. He must maintain
vigilance against consumer technology

and protect the organization from
threats from within and without.
• Part Palm Reader (9%) – She
must be able to ‘read’ the future,
choosing the best business partners
and implementing the right
upgrades at the right times.
• P art Contortionist (9%) – He must
be as flexible as possible to adjust
the firm’s data gathering and
information systems to the changes
in the business environment and
client needs.
• Part Motivational Speaker (7%)
– She must be able to inspire
her team and others. She must
impart her vision and how people’s
participation is valued.
• P art Debater (7%) – Lawyers are
trained to argue. He must be able to
hold his own in a conversation with
lawyers in order to be heard and score
points for his side of the argument.
• Part Vendor (5%) – She must
understand the needs of the
external partners and maximize the
relationships so they always feel
they work WITH you not for you.
• P art Politician (5%) – He must be
able to negotiate the murky waters
LEGAL IT TODAY
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of law firm politics and culture,
building real relationships and trust
along the way.
• P art Artist (5%) – She must
appreciate the design, the abstract.
She has to be able to image new
ways to work and be comfortable
with non-conforming, outside the
box thinking.
• P art Shark (3%) – He must be
constantly moving forward.
Standing still with technology,
process and people is death.
• P art Telepath (1%) – Being able
to read minds always helps.
So there you have it – 187% of what it
takes to be a CIO in the ‘new normal’.
The exact percentages will vary by
person and law firm.
The new CIO is a Jack or Jill of all
trades, able to work with experts in

all fields; willing to admit they don’t
know it all and stubborn enough to
search out the right resource to get
the proper answers. Technical skills,
hardware and software knowledge will
always have its place, but it is not the
primary expertise in the new CIO. A
combination of skills is what it takes to
be a great CIO. It is important to be
the best CIO you can possibly be –
unless you can be Batman. Then,
always be Batman.
Jeffrey Brandt is editor of the PinHawk
Legal Technology Digest, a columnist
for Legal IT Professionals, blogger
for Firmex, a member of the Law
Technology News Editorial Board, and
is a frequent educational speaker at
regional and national user, trade shows
and industry conferences. A former
Chief Information and Knowledge
Officer for several top 100 US law
firms, he now consults to law firms
and professionals.

‘Technical skills,
hardware
and software
knowledge will
always have its
place, but it is
not the primary
expertise in the
new CIO.
A combination
of skills is what
it takes to be
a great CIO.’
– Jeffrey Brandt
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A brand new firm
BY ANDERS ETGEN REITZ AND AAGE KROGH
PHOTOGRAPHY BY ANNE LOUISE ETGEN REITZ

How would you design a new firm from scratch – with no legacy
whatsoever in terms of technology – or culture? This is a common
discussion topic for conferences and workshops. Anders Etgen
Reitz and Aage Krogh describe how they created IUNO law firm
in Copenhagen and the thinking behind its unique brand.

Many attorneys consider setting up their
own shop. That was what we decided
to do a few years ago. By February 2014
we will have been in business for three
years. Even if many challenges still lie
ahead we are much wiser now that we
were in 2011 when we took ‘the great
leap’ into the unknown. In this article
we will share some of our thoughts
and experiences in connection with the
founding of IUNO law firm.
We each had more than ten years’
experience in other law firms and a solid
client base. So in principle, it did not seem
particularly risky or even difficult to start a
new firm. However, we agreed that there
were already too many law firms in the
market. This was a true dilemma. We felt
that we should set up our own firm only
if we could define a real raison d’etre. We
did not want to create ‘just another law
firm with a long name that nobody can
remember’; we wanted to go beyond the
standard mission and vision of delivering
24
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‘top-quality legal advice’ supported by
‘strong business knowledge’.
After many evenings and weekends
debating and analysing we reached the
conclusion that we had to face the fact
that most people and companies do not
like attorneys. Of course they may do
so, on a personal level, but you often
hear clients complaining that attorneys
are too expensive, use non-transparent
billing methods and speak and write
in a language that most people have
trouble understanding.
So with IUNO we decided that the firm
would have as its defined goal to change
the way companies perceive law firms.
IUNO’s vision is to change the role of the
attorney from a ‘legal fire extinguisher’
to a true business partner on a strategic
level. Ultimately this will benefit both the
clients and the legal industry. In order for
this vision to become real, we decided
on our mission: each day we will

challenge traditional thinking in order to
create new solutions that bring value to
our customers.
We then started a very long process
with the purpose of finding out how
to meet the challenge of fulfilling that
mission and vision. What would such
a law firm look like and how would
it operate? This was really hard work,
and we went through a number of
painstaking exercises in order to design
the casting mould for the firm.
One such exercise was trying to define
our ‘onliness’, as described by Marty
Neumeier in Zag: The Number One
Strategy of High-Performance Brands.
We had to fill in the blanks in the
following sentence: ‘Our company is the
only ____________ that _____________’.
While the question is simple, it is very
difficult for many firms to answer.
Another memorable exercise was
writing the firm’s obituary – before

we had even started! What would the
newspapers of the future write about
the firm after its vision had become
real and the firm had then become
obsolete? In other words: How would
we like the firm to be remembered?
We also felt we had to rethink the
way law firms communicate. Instead
of hiding behind a wall of corporate
speak we wanted our attorneys to
be out there, communicating directly
with customers. From the outset we
decided to implement Facebook and
Twitter in our communications strategy
in order to communicate through the
same media as our customers and, in
particular with Twitter, to have a direct
line to the mass media.
Apple law? Squid law?
Gradually, IUNO came to life and we
needed to find a simple, catchy, yet
meaningful, name. At first it seemed
that all the good names were taken.
We tried fruit. An apple is the symbol
of wisdom and guidance, but that
name seemed very much taken.
Furthermore, for various technical
reasons we decided to use PCs so
Apple Law Firm was not an option.
Orange sounded good, but it is the name
of a French telecom company and the
nickname of the Dutch football team.
We soon ran out of fruit since all the
other ones we could think of could easily
lead to misunderstandings or bad jokes.
We also considered animals but the
smart animals (dolphins, chimpanzees,
squid) did simply not work.

‘We wanted to remove all barriers between
customer and attorney. Therefore, we
decided not to have desk phones, only
mobile phones, and all employees have their
own Skype account, giving clients easy and
direct access to our attorneys.’
– Anders Etgen Reitz and Aage Krogh
is generally considered safer than
commercial products.
Good technology must save time and
money and support the company’s
business model. One of the first major
choices we were faced with was whether
to use a cloud-based IT solution. The
decisive factor in that respect turned
out to be our requirement for paperless
working. The document management
system (DMS) that we had set our sights
on, iManage WorkSite, could unleash
its full power only if we had it installed
on our own hardware. That fitted our
legal and security requirements not to
store data on servers abroad. Therefore,
instead of going into the cloud – which
was the talk of the town in 2011 – we
decided to stay on the ground and invest
in our own heavy duty servers.

Eventually we decided to skip symbolism
and choose a name that told our
customers exactly what we do. IUNO is
an abbreviation of Ius Nordicum which
means Nordic Law. For us, that also
signifies a necessary change from law
firms being focused on paying tribute
(and of counsel-royalties) to the old
name partners, rather than focusing on
the product that they deliver.

The requirement to be paperless also
applied to bookkeeping. This placed
a serious limitation on the enterprise
resource planning (ERP) systems
available to us, as not many systems
support true paperless bookkeeping.
Furthermore, few ERP systems live up
to the special requirements that apply
to law firms in relation to holding
client funds. Furthermore, in order to
avoid data silos, the system had to be
‘stitched together’ with the DMS, so
that both systems could access the
same huge SQL-base with both the
financial data and the data for each
client and case.

New technology
We have from the outset been very
focused on using the latest technology
in order to accomplish our goals while
at the same time maintaining a low
cost base. Therefore, using open source
software was a priority. As a law firm
we are required to maintain first-class
security and open source software

Our core values, professionalism,
commitment and vision helped us
in setting up our communications
infrastructure. We wanted to remove
all barriers between customer and
attorney. Therefore, we decided not to
have desk phones, only mobile phones,
and all employees have their own Skype
account, giving clients easy and direct

access to our attorneys. Since our first
office was very small and it can be very
disturbing if the person sitting next to
you is constantly Skyping, we bought an
old phone booth and had it refurbished
with a touch screen PC, giving employees
the ability to Skype privately.
One of our latest software add-ons
came from a desire to get rid of
internal emails. Although the DMS logs
and stores everything, many casual
internal emails are not worth retaining.
Therefore, we decided to introduce
a chat client for the quick questions
and brief messages people send to
each other during the working day. For
security reasons we did not want to
rely upon a public chat server, so we
had a XMPP-server configured which
runs on its own virtual Linux server
(running Debian Linux). Everybody
has a chat client installed on their
computer, giving the attorneys a quick
and effective alternative to emailing
each other. We chose Pidgin, which we
consider one of the best open source
chat clients.
IUNOwiki
One of our most exciting projects is our
intranet, which we plan to roll out in
early 2014. Many corporate intranets are
comprised of top-down communication
from the management, who can then
hide in their offices rather than being
out and about in the company that they
are managing. We wanted a system that
supported knowledge sharing and chose
TikiWiki CMS Groupware, which is a
flexible open source-platform for what we
envisage as a combination of a company
Wikipedia and a company intranet.
Furthermore, with help from one of
the many independent programmers
who develop TikiWiki, we have added a
Facebook-style user interface, which
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sharing and social collaboration
Used by 35 of the top 100

..
..
..

global law firms for:
Client extranets

Secure file sharing
Team collaboration
Project management
Transaction management
Knowledge sharing

One platform. Infinite possibilities.
highq.com
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‘We decided to
choose a name that
told our customers
exactly what we
do. IUNO is an
abbreviation of Ius
Nordicum which
means Nordic Law.’
– Anders Etgen Reitz
and Aage Krogh
allows people to communicate and
comment and which reflects the
employees’ activities on Twitter and
other social media. Our intranet solution
is called IUNOwiki and runs on its own
virtual Debian Linux server.

Looking ahead
Many tech items are still on our
Christmas list. Although we are a
paperless firm, many of the knowledge
resources that we rely on are published
on paper. If we could digitize our huge
library and access it from Kindle-style
hardware it would be easily searchable
and accessible from anywhere.
We are also looking at speech
recognition software. Generally,
attorneys think fast but type slowly.
One solution might well be speech
recognition, but here we are faced
with a language barrier, since speech
recognition software for one language
cannot be transferred to another. As
only 5.6 million people speak Danish,
the market is small and the commercial
potential is limited.
Regardless of these challenges, we
constantly seek out new ways of

improving our firm’s quality and
effectiveness and IT plays a critical
role in helping us deliver our mission
and objectives.
Anders Etgen Reitz is chairman of
the board and head of IUNO’s HR
legal team. He is Co-Chair of the
IBA Discrimination and Equality Law
Committee, and a former Co-Chair of
the ABA International Employment Law
Committee. Anders is a regular speaker
at international conferences and has
written several books on international
employment law.
Aage Krogh is managing partner
and head of IUNO’s transport and
insurance team, specialising intrade,
transportation and insurance matters.
He is a board member of various
companies and the Association of
Danish Law Firms and teaches at the
University of Copenhagen.

Data quality
Data integration
Data migration
Data conversion
Data warehousing
Data discovery
Data visualisation
Master data management
#drivenbydata
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Merger planning
BY JAMES FROST

A merger can completely change a firm’s culture, practice emphasis, geographic
focus, strategy, business structure and compensation system as well as its
technology infrastructure. James Frost outlines the processes that need to be
put in place to facilitate a pain-free merger between two firms, highlighting key
considerations and potential pitfalls.

In a report published in October 2013,
US legal consulting group Altman
Weil reported 58 mergers in the first
nine months of 2013 – an increase of
41% over the same period last year.
In the UK it is a similar story. Analysis
by accountancy firm Wilkins Kennedy
found 234 mergers involving UK law
firms in the past year, up from 220 in
the previous 12 months. The number
of mergers in the past year was 60%
higher than four years ago.
Mergers present law firms with the
opportunity to review their operating
model, strip out excess costs and achieve
economies of scale, and nowhere
is this more apparent than in the
technology infrastructure that underpins
their business. When approaching
a merger between two firms’ IT
systems a number of steps that need
to be followed to ensure as smooth a
transition as possible. This article outlines
a methodical approach with clear
processes and actions at each stage.
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Project Structure
As with any major project, project
team structure and effective planning
underpin a successful merger. As
early as possible it is important to pull
together a merger team consisting
of representatives from IT, finance,
HR, office services, compliance and
marketing from each of the merging
firms. Secretarial resource is also
useful at this stage to assist with client
communications. Assign a project
manager to manage the overall plan
and report on progress. Regular
meetings ensure things don’t drift,
issues can be escalated and difficult
decisions made.
The project board should consist of
senior representatives from both firms,
who are able to make decisions on
behalf of their respective firms. A
detailed integration plan with tasks,
responsibilities and timing is essential to
get the integration right.

Day one essentials
In any merger project, it is important to
focus on what is essential for day one,
rather than planning for everything that
you would like to achieve. A merger
needs to be as integrated as possible
on the first day. Timeframes are always
tight, so any distraction from the
absolute essentials will bring increased
risk to the project. In my experience,
the areas to focus on will vary slightly,
but should always include the elements
outlined in the paragraphs below.
Integration between email, telephone
and messaging systems
A merged Outlook address book means
that staff can contact each other from
day one via email and ensures that
emails are routed internally for security
reasons. Staff need the ability to phone
each other, ideally via a local extension,
but certainly via a shared address list
on the phone system. Finally, instant
messaging (IM) solutions such as Lync
need to be merged.

Ability to record time, dictate and save
documents
In the case of a smaller firm merging
with a larger one, you need to carry out
a data conversion of the small firm’s
client/matter data into the larger firm’s
systems, generally on the weekend
preceding the go-live date.
When larger firms are involved, it is
generally not practical to merge into
a single practice management system
(PMS) in a short timeframe. However,
there may be clients and matters that
appear in both PMSs, so firms need to
implement integration between the
systems so that new clients and matters
appear in both, and time recorded in one
system is automatically copied over to
the other. However, it is generally worth
introducing a unified billing system.
Ensure new working practices are
followed
It is important to start how you mean
to go on, so that you end up with a
single firm and a single culture, rather

than separate firms operating under a
common marketing banner. The new
firm must begin on the first day of
the merger.
Mentoring/support
A mentoring/support structure helps
to build a unified culture. When
merging new staff into an existing
office, assign a member of each team
with responsibility for guiding the new
employees through the systems and
processes.
Client communication
The timing for communicating news of
the merger is critical. Clients cannot be
informed until the merger is signed, but
you will want to tell key clients what is
happening and how it will benefit them
before they read it in the press. Quite
often there are only a few days between
these events.
It is therefore important to decide in
advance who you are going to write
to, and ensure that the data is in a

‘It is important to end
up with a single firm
and a single culture,
rather than separate
firms operating under
a common marketing
banner. The new
firm must begin on
the first day of the
merger.’
– James Frost
state ready for mail merging. Partners
need to be on hand to go through their
individual client lists – and here it is
worth checking whether any clients are
still allocated to partners who have left
the firm.
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I recently advised on a merger where
the smaller firm’s data had never
been archived or cleansed; there
were no salutation fields, and many
clients were allocated to partners
who had long since left the firm. The
solution was to carry out the data
cleansing process pre-merger and use
an external agency to produce and
send mail-merged letters to the firm’s
4,500 clients as soon as the merger
was announced.

Data conversion
A staged approach to data migration is
generally advisable. As soon as you can
get hold of data from the other firm,
build a test environment for your PMS,
and carry out an initial migration. Then
get someone from the other firm to test
the data, and ensure that everything
looks ok. Repeat this process based
on feedback, and make sure all the
changes you make are captured, ideally
in your data conversion script.

Data migration approach
Data conversion process
Source Practice
Management
Data

Transaction
mapping
Data
cleansing

Destination
Practice
Management
System

Staging Area /
Audit tables
Reconcillation
Process

Reconcillation
Process
Testing / approval process
Daily / Weekly
test migration
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Testing /
Approval by
business

Live migration

It is also worth using a staging area
for the data, so data from the source
PMS is exported into this staging area,
cleaned up, and then imported into
the destination. At each stage of this
process you can reconcile, so you can
see where every transaction came from,
and ensure nothing has been missed.
After the event
Having focused on day one essentials
before the merger, there is always work
to be done after the go-live date. It is
therefore important not to take your
foot off the gas at this point, otherwise
the full benefits of the merger will never
be realised.
Pull together a post-merger integration
plan. This will include elements
such as any further migration work,
data cleansing, additional systems
training, cultural integration, staff
communications and, most importantly,
a few social functions for staff – there is
nothing better than having a few drinks
with your new colleagues to improve
communications at work!
James Frost is Managing Director
of Quorum Legal. He has over ten
years’ experience as a legal IT director,
and since 2007 has been offering
consultancy services to legal firms. He
has an MBA from the Open University.

How Does Nixon
Peabody Work
Across 17 Offices
& 1,500 People?
With the Power and Simplicity of
NetDocuments Cloud-Based Document
and Email Management Service.
“As a firm focused on the future,
technology is integral to our operations
and provides a competitive advantage.
NetDocuments gives us the agility and
simplicity we require to stay ahead of
evolving technology and client demand.”
mike green

Founded in 1999, and with offices in
the US and UK, NetDocuments is the
leader in cloud-based document and
email management for law firms. With
hundreds of thousands of users across
140 countries, firms like Nixon Peabody
LLP enjoy the power and simplicity
of built-in matter centricity, enterprise
search, mobility, records management,
collaboration, compliance, and disaster
recovery for documents and emails.

| chief information officer

EU +44 (0)20 3455 6770 | 1.866.638.3627
INFO@NETDOCUMENTS.COM | WWW.NETDOCUMENTS.COM
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For more information on our Template Workflow System please
get in touch using the details below.
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Tikit Ltd
12 Gough Square
London
EC4A 3DW

e: enquiries@tikit.com
t: 0207 400 3737
www.tikit.com

